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There’s a place that is scarier than

the Dark Web

Why worry about
data being stolen
when your
employees are
giving It away?!
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Cyber Crime

https: /Iventurebeat. com/2018l04/21/th§ -web-of-profit-a-look-at-the-cybercrime-economy/



Ransomware: King of 2017

= |n 2016 revenues rose to $1 Billion
= |n 2017 ransomware attack volumes grew by 2,500%
= SMB and consumers preferred targets (poorly protected)
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Do you recognize
the peaks?
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https://documents.trendmicro.com/assets/wp/wp-ransomware-past-present-and-future.pdf
https://blogs.cisco.com/financialservices/ransomware-lessons-for-the-financial-services-industry
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WannaCry - May 2017
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Health

Estimates suggest WannaCry affected around 300,000 organisations worldwide

Encrypted user’s files and demanded $300 worth of Bitcoins

b WannaCry Ransomware Cost
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The NHS £92m

The ransomware nightmare that was WannaCry cost the NHS close to £100m when it
ripped through vital computer systems like a digital plague last year.

According to Techradar, the Department of Health and Social Care has revealed that the
attack cost in the region of £92,000,000. Here's how that breaks down:

« £500k on IT support during the attack
e £72m on IT support in the months following
o £19m from not having access to patient information in the week after the attack
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WannacCry is one of the fasted spreading
ransomware strains ever

Within four days of its discovery, Avast had
detected 250,000 instances across 116
countries

The malware was still active a year later



But the ransomware business model is facing some challenges...

Value of Cryptocurrencies is a rollercoaster — [Femutunitsoamhmiios e
20-day realised volativly
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A problem for a business model that 120 15
relies on carefully selected price points
for ransoms
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*As of 19 January 2018
Source: Bloomberg, World Gold Councd

New attack vectors were needed that provided a better payout...

https://venturebeat.com/2018/04/21/the-web-of-profit-a-look-at-the-cybercrime-economy/



Move over ransomware... There’s a new kid on the block

Cryptojacking

“Whatever you are... Wherever
you are... You can mine..."

Does not require high technical
skills

Unlike ransomware, it offers a
potential 100% pay-out ratio

Cyber crime has a new business model — a subscription-based revenue...



s

200,000 Routers Turned Into
Mindless Crypto Coin Mining
Zombies

Somewhere out there a cybercriminal is lining his or her pockets with

Lee Mathews ¢

Security
O

cryptocurrency. Whoever it is isn't using powerful computers to do the
mining. Instead, this individual is using an ever-growing army of enslaved

routers to do the dirty work.

The AR Register’

Biting the hand that feeds IT

Security
Not even ordering pizza is safe from
the browser crypto-mining scourge

Coin Hive JavaScript increasingly pops up in top 3
million websites

SHARE ¥

By John Leyden 8 Nov 2017 at 12:33 230

CoinHive is generating $250,000
worth of Monero every month
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Elsewhere Netskope discovered a Coin Hive miner installed as a plugin
on a tutorial webpage for Microsoft Office 365 OneDrive for Business.

The offending website — https:/iwww.sky-future[ Jnet — removed the Coin
Hive plugin after it was notified about the issue. "The tutorial webpage
hosted on the website was saved to the cloud and then shared within an
organisation," according to Netskope.
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Ethereum mining on AWS in 5mins
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The hijacking of Tesla's Amazon Web Server cloud system by rogue l
cryptominers is proof that no one is immune to a misconfigured AWS server - ; 2 s
nor cryptomining attacks - \ Wl ! - L
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AWS Employee Flub Exposes S3 Bucket Containing GoDaddy Server

A year by D Jhad S sted that 1.5 Bl

o e D Bt NS g Time Warner Cable

— Kromtech Security Center found two AWS S3 buckets exposed on the
Internet [..] included internal development information like SQL
GoDaddy data exposed by AWS employee misconfiguring cloud Instan database dumps, code with access credentials, and access logs. One text
Dat e3 coused by misconfigured Amazon Web Services inc. cloud storage . first file contained more than four million records with information like user
i e e e e names, Mac accesses, serial numbers, account numbers, and transaction
Q IDs.
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Accenture

The Cyber Risk Team at UpGuard recently discovered that Accenture left
at least four AWS S3 storage buckets unsecured and publicly available
for download. Accenture's slip-up exposed authentication credentials,
such as secret APl data, digital certificates, decryption keys, customer
A information, and other data that could be leveraged to target both
Accenture and its client wcxmes mir pucss

Researcher discovers classified Army

https://www.darkreading.com/cloud/10-1 =

intel app, data on open public AWS

Web doc iClinig plugs leaky S3 bucket stuffed
full of medical records

misconfigured wide-ope

Gltwka, contained about 20,000 medics ocuments.

Millions of U.S. Voter Records Exposed on
Robocall Company RoboCe Poorty
Configured AWS Cloud Stc

Senvice (53

——— lspersis bucket

epont found that Failed intelligence system, with data labeled "Top Secret,” left open by contractor.
IJ SEAN GALLAGHER - 1UZRZ0NT, 700 PM
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https://www.darkreading.com/cloud/10-major-cloud-storage-security-slip-ups-(so-far)-this-year/d/d-id/1330122?image_number=1
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Thank you

Ross Asquith — ross@netskope.com




