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Why worry about 

data being stolen 

when your 

employees are 

giving it away?!

https://www.netskope.com/blog/theres-

place-scarier-dark-web

https://www.netskope.com/blog/theres-place-scarier-dark-web
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▪ A flourishing economy generating over 

$1.5 trillion in revenues every year.

Cyber Crime is Big Business!

▪ Increasing commoditization of malware: minimum effort and 

technical skills required.

▪ Growing adoption of cloud services brings new methods of 

attack

▪ Destruction of your data is a feature of recent attacks



Ransomware: King of 2017

▪ In 2016 revenues rose to $1 Billion

▪ In 2017 ransomware attack volumes grew by 2,500%

▪ SMB and consumers preferred targets (poorly protected)

https://documents.trendmicro.com/assets/wp/wp-ransomware-past-present-and-future.pdf

https://blogs.cisco.com/financialservices/ransomware-lessons-for-the-financial-services-industry

https://www.carbonblack.com/company/news/article/2017-ransomware-economy-grows-2500/

Do you recognize 

the peaks?

https://documents.trendmicro.com/assets/wp/wp-ransomware-past-present-and-future.pdf
https://blogs.cisco.com/financialservices/ransomware-lessons-for-the-financial-services-industry
https://www.carbonblack.com/company/news/article/2017-ransomware-economy-grows-2500/


WannaCry - May 2017

▪ Estimates suggest WannaCry affected around 300,000 organisations worldwide

▪ WannaCry is one of the fasted spreading 

ransomware strains ever

▪ Within four days of its discovery, Avast had 

detected 250,000 instances across 116 

countries

▪ The malware was still active a year later

▪ Encrypted user’s files and demanded $300 worth of Bitcoins



https://venturebeat.com/2018/04/21/the-web-of-profit-a-look-at-the-cybercrime-economy/

But the ransomware business model is facing some challenges…

▪ A problem for a business model that 

relies on carefully selected price points 

for ransoms 

▪ Value of Cryptocurrencies is a rollercoaster

▪ New attack vectors were needed that provided a better payout…



Move over ransomware… There’s a new kid on the block

▪ “Whatever you are… Wherever 

you are… You can mine…”

▪ Does not require high technical 

skills 

▪ Unlike ransomware, it offers a 

potential 100% pay-out ratio

Cyber crime has a new business model – a subscription-based revenue…

Cryptojacking



CoinHive is generating $250,000 

worth of Monero every month



Software as a Service

SaaS

Infrastructure as a Service

IaaS



$1.70 per hour = $1,124 per month

.000017 BTC per month

$0.10 per month
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Time Warner Cable
Kromtech Security Center found two AWS S3 buckets exposed on the
Internet […] included internal development information like SQL
database dumps, code with access credentials, and access logs. One text
file contained more than four million records with information like user
names, Mac accesses, serial numbers, account numbers, and transaction
IDs.

Accenture
The Cyber Risk Team at UpGuard recently discovered that Accenture left
at least four AWS S3 storage buckets unsecured and publicly available
for download. Accenture's slip-up exposed authentication credentials,
secret API data, digital certificates, decryption keys, customer
information, and other data that could be leveraged to target both
Accenture and its clients.

https://www.darkreading.com/cloud/10-major-cloud-storage-security-slip-ups-(so-far)-this-year/d/d-id/1330122?image_number=1

https://www.darkreading.com/cloud/10-major-cloud-storage-security-slip-ups-(so-far)-this-year/d/d-id/1330122?image_number=1
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Thank you


