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Growth in enterprise cloud services
95% driven outside of IT

1,031

917
Average number of cloud services in use i

DCEN@®

Netskope Cloud Report, 2014 — 2017

70% Business-led

397

agam

.

25%

User-led

e

2014 2015 2016
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dliy's pem e Insurance Holdings Limited

March 2017 - Cloud Application usage for past 30 days

~2,332 Users

M| PRI
1,271 Applications in use

Total Data Uploaded 370 GB >
Total Data Downloaded 2.1 TB
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Application Duration Sessions Bytes Uploaded | Bytes Downloaded Total Bytes

&1 & Google Drive 0 secs 3z 25.65GE 170.06 GB 195.72GB & eccellent
ﬂ H Facebook Ozecs T2T8ab 2516 GEB 7154 GB 4.7 GB miedium
& (- Salesforce.com 0 secs 1035563 2499 GB 05368 55.53GB ol excellent
ﬂ W iCloud 0 secs 12144 24.15GB 456373 GE 487 89 GB rmedium
EI 4 Microsoft Office 365 OneDri..  Osecs 2833771 22.23GE I 16846 GH 59.0% GH il excellent
& BB Microsoft Live Outlook.com 0secs FHEYE 2221 GB 7.53GB 29.74 GB ol excellent
[} . Rubicon Project O secs 253529 2142 GBE 2.25 GB 31.34 GB ol poor
O B sipe 0 secs 2297004 21.04 GB 61.96 GB 83 GB o |cw
ﬂl & Drophox 0 secs 1035091 20.3 GB I 33.18 GB 53.48 GB high
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PDFescape 25.16 MB ol poor

Create PDF Online T M ChS Il i o Croies
OnlinePDF-Converter 21.45MB @& poor Free B 0O B & 44
Convert JPG to PDE 254 MB & poor Create POF in 3 easy steps Contracts Invoices  Dissertation  Resumes Quotes
€ Seect file to comvent
PDF Converter 804.8 KB & poor Try PDF Converter Elite 5 FREE on your desktop

’ Cheose Flle ‘
POF from virtual file with
CutePDF Editor 275.94KB & poor R e Sl o WA et i

o Type your eenillsdivess v Create secure, password-protected POF and control how others use your

Free Online Word to PDF Converter 162.63 KB & poor :": ) .

e e Use of Data Collection

PDF to PNG 8.13KB
All products and all studies, reports, analyses and other data, information or materials created inwhaole or part using

FOF Online 415KB data obtained from vweos pdfconverter.com shall be and remain the sole property of Our Company, Mone of the data

Convert PNG to PDF 74KB will be returned to you. As it is proprietary information, Qur Company intends to keep the data confidential.
Furthermore, Our Company intends to use the data for the purpose of developing and enhancing software, future

PDFaid Image to pdf 801 versions of the software andfor related or similar software.

Smallpdf 317 The valuntary policies that Ouwr Company intends to follow to maintain the confidentiality of the data include sharing
the data only with employees, agents, consultants, or officers of Qur Company with a need to know, PLEASE NOTE,
HOWEWVER. that Our Company®s handling or treatment of the data is entirely voluntary and, therefore, OUR
COMPANY WILL HAVE NO LIABILITY TO YO OR ANY OTHER PARTY FOR FAILURE TO KEEP THE DATA
COMFIDENTIAL OR TO OTHERWISE HAMDLE OR TREAT THE DWaTA 1M ANY MAKNMER.
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App Bytes Uploaded

Advertising.com
G Google

Rubicon Project “)> C B
Vdopia
SpotXchange
Facebook
MediaNet
OutBrain
Axway 5 Suite
Optimatic
Criteo
SessionCam
Adobe Connect

Apptio United Kingdom

Advertising Business

Bluekai

Users App Category CCL
3417 kine apo D00
X N
Q_ https://www.dropbox.com Q_ search

About

Our company’s Internet access policy does
not allow access to:

www.dropbox.com

Please contact it_support@company.com if assistance is required
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“ e Wetranalor % —
< = C @ ® & nips://wetransfer.com - O W
Filemail.com - Send large filex X

@ ® ﬂ https:/,

ww filemail.com e @ ¢ Q search

E Filemail Apps & Plugins  Pro/Busines:
WeTransfer is the best way to ser

WeTransfer Plus makes it eve

Send large files - fast, easy & secure

2]

“ £ Zippyshare.com - Free File Hoo X

« 3> 2 @ @ & www.zippyshare.com o Qs

(MNew) Sign Up!
— u
zippyshare

Upload Files | F.A.Q | Upload Tools | OurBlog | ContactUs

& Usernal

Select or Drag & Drop your files for upload (maximum 500 MB &

Olg HTML Uploader ;
’ AddFiles [l ™ Add Folder
" 100% Free
+ No Download Limits START UPLOAD ©
+" Up to S00MB per File
+ Unlimited Disk Space Set as Private Upload

+" Mo Sign Up Required

* By uploading a file You agree to the
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M RE: Important details about o %

& C' | @ Secure | https://mail.google.com/mail/u/0/#search/from%3Aross%40rossasquith.co.uk/160db0f89b6b0c1b ® FEI

A
netskope " il # 0@

Mail - — a (1] i Move to Inbox ‘ - More ~ '4 > B -
RE: Important details about order #0001353-23 inbox x
Inbox (908) Ross Asquith a Jan
Starred tome [+
Sent Mail
Hello Ross
Drafts (5)
#Action (3) H As discussed on the phone just now, please find the additional information requested in the document below...
#Review (33) L https://www.dropbox.com/s/g5frynvr84c2x77/BusinessList.xlsx?dI=0
#SE ALL (1,526)
Regard:
#TechTalk (1,004) egards
#Weekly updates Ross
» Accounts
» Company
» Part
ariners Ross Asquith
» Product Head of Buying Things - My Company.com
More « Email: ross@rossasquith.co.uk

Mobile: 07799 038043

’ Click here to Reply or Forward
[V | ]

12.23 GB (40%) of 30 GB used Programme Policies
Manage

Powered by Goo g le

a 9
" netskope 2018 © Netskope. All rights reserved.

Last account activity: 2 minutes ago

Details

10


https://www.dropbox.com/s/qvotdlums00ikpz/Invoice_201711.pdf?dl=0

Employees can upload and

E My Company’s Dropbox Account
download to this instance

Marketing department can

E My PR Company’s Dropbox Account
upload and download

Employees can only download E Employee’s Personal Dropbox Account

POF B | PPT .‘.
& | j?—‘" Sales team can upload files but m )
not sensitive content My Customer’s Box Account

All employees are blocked and

we N
redirected to Dropbox wnser \NeTransfer Cloud Storage Application

All employees are blocked with

, . @ PDF Creator Cloud Application
data security reminder

7

B
o
[
A
\ 4

All employees can access.
Only marketing department
can post

n Facebook Social Network
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VISIBILITY COMPLIANCE _ _
Market Guide for Cloud Access Security Brokers

22 October 2015 | ID:G00274053

DATA THREAT

Analyst(s): Craig Lawson, Neil MacDonald, Brian Lowans
SECURITY PROTECTION

Summary

The cloud access security broker market is rapidly evolving, with ven
providing a wide range of security features and multiple delivery opti
is a required security platform for organizations using cloud services
security leaders should use this research to shortlist CASB providers

“Through 2020, 95% of cloud Overview

security failures will be the Key Findings

1 ”
customers fa u lt- The cloud access security broker market has evolved rapidly since
Strategic Planning Assumptions
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[ XLS B

I

For I
a https://app.box.com/wo5aduq/AABL
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Share with others

¢ sharing on Learn more

Shared link for inline_oid_2_740B145A _Internal do...

Shared link brel]

https:/rossnetskope.box.com/s/a7aepd7qls2a%ykjick

People with the link =

Email shared link

Ent
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> netskope b|Og SECURITY EVOLVED ~ PLATFORM  SOLUTIONS  CUSTOMERS  RESOURCES ~ COMPANY

There’s a place that is scarier than

the Dark Web

Why worry about
data being stolen = ===
when your "
employees are
giving It away?!

Subscribe to our blog

Related Posts

Git Your RATs Here!

SN

READ MORE

Editor’s note: You can learn more about the bright web by
where we will be sharing our research findings, providing a live demonstration, and
walking through how Netskope can help your users safely maneuver the bright web

| originally p]‘m’wd to Iocm this hl()g ;)osl on the dark web. Many of you rmdmo this hh g m';y know
that tha Ak wnk o~ wall L i et af tha lntacant wharn ena o ol T

" netskope httos://wvvvv.netskooe.Com/bloq/theres—olace—scarier—dark—vveb



https://www.netskope.com/blog/theres-place-scarier-dark-web

D www.zdnet.com

EDITION: UK

CXO HARDWARE MICROSOFT STORAGE INNOVATION  HARDWARE APPLE MORE

MUST READ RANSOMWARE: WHY THE CROOKS ARE DITCHING BITCOIN AND WHERE THEY ARE GOING NEXT

Microsoft pulls then revives Docs.com

search after complaints of exposed

sensitive fil

Security experts pointed to nu
which lets users share docum
l":..

Bg® By Zack Whittaker for Zero Day | Mar

N netskope

|
Microsoft has quietly removed a feature on its document sharing site Docs.com that allowed

anyone to search through millions of files for sensitive and personal information.

Users had complained over the weekend on Twitter that anyone could use the site's search
box to trawl through publicly-accessible documents and files stored on the site, which were

clearly meant to remain private.

Among the files reviewed by ZDNet, and seen by others who tweeted about them, included
password lists, job acceptance letters, investment portfolios, divorce settlement agreements,
and credit card statements -- some of which contained Social Security and driving license

numbers, dates of birth, phone numbers, and email and postal addresses.



<) -> C @ @ & https://www.google.co.uk/search?client=firefox-b&dcr=0 e O W% Q

GO g Ie site:drive.google.com "internal use only" Q

All Shopping Images News Maps More Settings Tools

2 results (0.41 seconds)

® & https://drive.google.com/file/d/1jehFWin-IxR-Hx4QdENix| e ﬁ O\ Search
English Core_Out ANSWERS.
https://drive.google.co
Page 1 of 2. SERIES : G
INTERNAL USE ONLY A
JULY 2017. MARKING S|
STRICTLY CONFIDENTIAL - FOR INTERNAL USE ONLY Page 1

EVALUATION IS ...

2016 Pier Show F SERIES : GBM

https://drive.google.co n, 12, 13 (OUTSIDE DELHI-2017)

12.IF A STUDENT, IN RESPONSE TO A SHORT-ANSWER-TYPE QUESTION, WRITES
A SINGLE WORD / PHRASE ANSWER WHICH CONSTITUTES THE CORE OF THE
ANSWER, IT MUST BE ACCEPTED AND AWARDED MARKS.

13.1F A STUDENT LITERALLY LIFTS A PORTION OF THE GIVEN PASSAGE / EXTRACT
FROM THE QUESTION PAPER AS AN ANSWER TO A QUESTION, NO MARK(S)
TO BE DEDUCTED ON THIS COUNT AS LONG AS IT IS RELEVANT AND INDICATIVE
OF THE DESIRED UNDERSTANDING ON THE PART OF THE STUDENT [REFERENCE
QUESTIONS UNDER Q1, Q2 AND Q8].

14. A FULL SCALE OF MARKS - 0 TO 100 - IS TO BE USED WHILE AWARDING MARKS.
IN CASE OF AN ANSWER BOOK DESERVING 90 MARKS AND ABOVE, MARKS

N netskope



- C o @ & https://www.google.co.uk/search?client=firefox-b&dcr=0 e @ %l Q

GO gle site:drive.google.com "company confidential” Q

All Maps Images News Shopping More Settings Tools

2 results (0.44 seconds)

AR9331.pdf - Google Drive
https://drive.google.com/file/d/0BzFWf{MiqqgjyqgQVZaU2ZnTEIiIR28/view?usp=sharing

P o o L -
4 @ & https://drive.google.com/file/d/0BzFWfMiqqjyqQVZaU2Z: e @ | | Q Search
1
I ( wac/8) [l controter and [ L CanAiapors” S Fast Ethemet Pors
Radio NOR Flash
Memory UART Interface
Interface

USB 2.0 Interface

USB MAC/PHY

Internal
SRAM

GPI0s/LEDs

I"Cache _IzsﬁPDIF Audio Interfa
D- h io Interface
Cache MIPS 24K
Processor SLIC VOIP/PCM

AR9331

25 or 40 MHz Crystal

© 2010 by Atheros Communications, Inc. All "hhk reserved, Atheros®, ;\thﬂ\w I)rl\(n@ Align®, Atheros XRE, Driv ln&ﬂ‘w Wireless Future®, Intellon®, No New Wires®,
Orion® , PLC4Trucks®, Powerpacket®, Spread Spectrum Carrier®, S5CE, pm r A/GE, Super GEB, Super NiE, The Air is Cleaner at 5-GHzE, Total 802118, L

Nav®, Wake on Wireless®, Wireless Future. Unleashed Now ®, and )GPAI\@ .n\ t d by Atheros C ati Inc. Atheros SST™, Signal-Sustain Technolo L
Ethos™, Install N Go™, [QUL”‘ KL)Lm”" amp™, Simpli-Fi™, There is Here™, [J “ap"‘  U-Tag™, and 5-UP'™ are trademarks of Atheros Communications, Inc. ﬁu

Atheros logo of Atheros C ications, Inc. All other trademarks are the property of their respective holders. Subject to change without notice.

e 1

EOMPANYECONFI DENTIAL
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> C @ ‘@ﬂ https://www.google.co.uk/search?client=firefox-b&decr=0& e 9 ﬂ" ‘0\

Google site:drive.google.com personnel Q

All Images News Maps Videos More Settings Tools

About 7,270 results (0.47 seconds)

< > C @ ‘ ® & https://drive.google.com/drive/folders/0B6uMzrMrAyuSOD e O v ‘ ‘ C® search
Google Drive Q' Search Drive -
NEW Shared with me > List of Personnel v =%
» B  MyDrive Name Owner Last modified
a»  Shared with me I3 List of Personnel pprd ro7 31 Mar 2017
T
® Recent
X List of Personnel USEC-Admin.xlsx =% pprd ro7 9 Mar 2017
“‘. Google Photos
ﬁ Request for RD Jeruta.pdf =% pprd ro7 9 Mar 2017

W Starred
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@ C o ‘ @® " @ Dropbox, Inc (US) | https://www.dropbox.com/home aee v | | Q search

< 3} Dropbox Q Search
Files Modified + = .
NOVEMBER 2017
My files

Sharing =
p File requests .- = :
‘ Deleted files — '

Internal Presentationi.pptx Visa - 2485 - Invoice_201711.pdf BusinessList.xlsx
document123.docx O...ayments).pdf

— =_g _°_°9°_ g_g —
= O 9= 0= 0= —
Red Hat OPLP...tall SecureDigitalW...rk AttendanceTe..._No NCE.pptx Request for P...nd
notes.txt place.pptx v23.xIsm DLP.docx

Personal
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J'vﬁl S A ‘ @® " & Dropbox, Inc (US) | https://www.dropbox.com/home

Link permissions for “BusinessList.x|sx”

Did you know that Dropbox Business lets you add
passwords and expiry dates to shared links?

Who can view this link? 8 Anyone with the link
e
Only people with the password

D&Ew-d

Page Layout Formulas Data

A = %
Paste Font Algnment  Mumber
% & Caill s
E11 B fe
A ] c
1 Narme ooB Posteode
2 | Shala Blick 16/09/1959 BL6 5LX
3 |Veronica Murakami 02/11/1959 NRE 65
4 |Maryellen Deen 14/03/1960 CF39 ONS
— 5 |\enessa Diangelo 14/04/1965 H59 5U8
& |Vita Koffler 29/08/1965 2E10DU
z

N h S

Personal

" netskope

Dropbox

e @ %  Q Ssearch

Modified ¢+

NOVEMBER 2017

Visa - 2485 -
O...ayments).pdf

Internal Presentationi.pptx
document123.docx

AttendanceTe..._No
v23.xIsm

Red Hat OPLP...tall
notes.txt

SecureDigitalW...rk
place.pptx
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Invoice_201711.pdf
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s %° &o
O=— = 0= O==

NCE.pptx

BusinessList.xlsx

Request for P...nd
DLP.docx
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& C' @ Secure  https:/ ®#® 8. goskope.com/introspection w ﬂ]

\ ne tSl(ope Dashboard Analytics Introspection Policies Skope IT™ Cloud Confidence Index Reports

FILES INTERNAL USERS EXTERNAL USERS

_ o

FILE EXPOSURE VIOLATIONS FILE TYPE
W #23rubiic
. 386 Internally Shared

No Violations
167 Private Folder - 178
2 Externally Shared Images - 148
Data File . 58

Schedule

978

Other 0 Other 284
= 4, 2] = Profiles Rules & 22| &
TOTAL FILES: 978
[:] File Name File Owner (User) File Size File Type Policy Hit Exposure
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= File Details 0
] File Owner :« il g s & - SaaS App:§@ Dropbox
D File Name: . & «." Transfer Letter.pdf Instance Name: ®. @& "ak
File Path: /global hr/1. staff - activesy= = = ==='5. promotions and transfer... Date Created : Not Available
D File Type : Documents Last Modified : 11/28/2017 09:10 PM
(] File Size: 43.9 KB Preview File:[ )
Last Scanned : Not Available Last Update of Details: 11/28/2017 09:11 PM
D Exposure : Public Encryption Status : Not Available
|
File Shared With
Exposure Permission Expiration Date Link
Public Read Never Expires B
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C' @ Dropboy, Inc [US] | https://www.dropbox.com/sh/grwo5ed5clu- =« & & s © w o w—

- [US]  https://www.dropbox.com/sh/grwo5Sed5cluadi=

1. Staff - Active from - SeE via |
dape Ty D ordatas Sl e fom

Name

Name

[ LASTFIRST (example Staff File)

[ 1.New Hire Documents
. Ehi® B ~d [ 2. Contracts
. B [ 3.Payrll

. 4. Performance and Training
| e e o

- 5. Promotions and Transfer
L el

[ 6.Benefits
- B b || 7.Separation

[ 8. Legal

—
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[ & Dropbox, Inc [US] | https://www.dropbox.com/sh/grwo5ed5cluadug/AACVRCGO nzge = = sm s me om0 w0

3. Payroll from I s s Bo . " i d via Dropbox Business

Sorted by name

—_ =
b e W —
e o TR
e I
.

B i ER——— e L L 9

. = [ —

fo B "0 Advanced... Fo B =i DirectDe... B 5o B 0 IT 2104.pdf e R W-4.pdf
017.pdf ion.pdf
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& C' @ Dropbox, Inc [US] | https://www.dropbox.com/sh/qrwo5ed5clua l
S “aa Promotion Letter (V2) July 2017-Signed.pdf
from & wimeme &« C' @ Dropbox, Inc [US] | https://www.dropbox.com/sh/qrwo5ed5cluadug/AACVR
July 25, 2017 W-4.pdf
from
L " S B e e e
07 m— - H MdimAthmmGummrotdmmwmsmybodﬂvmhomhmmduumuo:uyoucunmmmm)> H
N .lf to to In and want to reduce your withholding, see the Deducti
For accuracy, ufmnnmu o womh-t on page 2. il
complete all -nyounmmmw&wm‘rmmumrmmmmmmmmw
wor exceed $50, married), wo-Earners/Multiple Jobs Worksheot
Dear bs that apply. wwoﬁhavmtoigbl:wlaxwhhhdd e S
* If neither of the above applies, stop here and enter the number from line H on line 5 of Form W-4 below.
| am pleased to confirm your promotion to “smm = F " K .
| effective July 18, 2017. Accordingly, your salan g oasdecl Wty : RO A EREL R YN N B e oo
1 considered exempt and not eligible for overtime w_4 Employee’s Withholding Allowance Certificate OMB No. 1545-0074
» Whether entitied o claim a certain number of aik from withholding is
In all other respects, your terms and conditions °""'“'°'"' Poriid aublect 10 review by the W13, Your Sonohoyer sasy b pequlrod o ond & eoun of it fovm t0 e T 2017
Vourﬁ and middle initial Last name 2 Vwmddnaﬂvu@«
Please confirm your acceptance of this promoti =
| would like to take this opportunity to wish you - Homa adiess trs mhar ot etveet - pemi o

3 [ singe (] Married [ Married, but withhold at higher Single rata,

—-— e Note: I married, but legally separated, of 3pouse is a norresident aen, check the “Single” box.
With best regards. T oc e «tale, and 78 coda. . - 4 M your last name differs from that shown on your social security card,
check here. You must call 1-800-772-1213 for a replacement card. » ]
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Adopting and Securing Cloud

Discover / assess SaaS,
laaS, and web risks

&—

Safely enable sanctioned
SaaS and laaS

Safely enable unsanctioned .
SaaS, laaS, and web Business-led

and permitted

Adaptive access control &' Create category-level and

context-based policies

® Block risky services

ol
| * I Coach users

Business-led and
optionally blocked

Granular policies/workflows @ Block risky activities

Data loss prevention E ‘ @ Q\

Threat protection
Skipping this step may
lead to user revolt and a
Encryption decrease in productivity

2 @ 0l
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