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The Positive Disruption of Cloud in Business

 Flexibility

« Business Agility - Time to Market
« Collaboration

* Mobility of Staff

« Disaster Recovery

* Reliability

« Scale

« *Security




Business Is Adopting Cloud
But you Need to Ask Who is Adopting What?2??
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By 2020, a Corporate "No-Cloud"”
Policy, Will Be as Rare as a "No-

Internet” Policy Is Today.

— Gartner, 2016




Where’s Your Data Going? Not Where It Is Today.

Enterprise Computing Workloads
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59% UK Businesses Use Cloud Services

67% store personal data relating to customers in the cloud

— Source: Cyber Security Breach Survey 2017

— HMG Department of Culture, Media and Sport. Sample 1,523 businesses




Journey to the Cloud
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The Cloud Is Secure, Right?

Yes, But — Reality Check!




Cloud Security

Source: AWS Cloud Security public slide deck
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Cloud Security

* SOC 1 (SSAE 16 & ISAE 3402) Type I

* SOC 2 Type Il and public SOC 3 report
* 1SO 27001

* 1SO 9001

* PCIDSS Level 1 - Service Provider

* IS0 27017 (security of the cloud)

* 1SO 27018 (personal data)

Availability Zones

B8 Microsoft Azure ‘ Regions

CDN Edge
Locations
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The Shared Responsibility Model

Managed by
Customers, MSSP,

Security (lN) the Cloud or Partner

Managed by the
Cloud Provider
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Managing Risk Has Become More Complex
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Software as a Service(SaaS) Shared Responsibility

amazon
webservices™

Microsoft o

Azure vCloud Air

Public Cloud(laaS, PaaS)

Sole Responsibility

Private Cloud (NSX, ACI, OpenStack)
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Are The Cloud Security Risks Different?
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Cloud Has Some Greater Areas of Risk!
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MALWARE ACCIDENTAL MALICIOUS
PROPAGATION DATA EXPOSURE DATA EXFILTRATION
COLLABORATION USER ERROR

IT UPDATES etc. MISCONFIGURATION

General
Data
Protection

Regulation




.’. SHODAN roduct:MongoDB

Massive ransomware attack takes out 27,000 MongoDB servers

A slew of MongoDB databases were recently wiped, with attackers demanding Bitcoin payment in exchange % Exploits “ Maps b Like 37
for the data, as tracked by Norwegian developer Niall Merrigan and ethical hacker Victor Gevers.

victor@windowlicker:~% mongo --host
MongoDB shell version v3.4.1
ecting to: mongodb:// /
MongoDB server wersion: 2.2.8 ’

WARNING: shell and server versions do not match
> show dbs ' g *
WARNING 6.260308

= use WARMING
switched to db WARNING

> show collections
WARNING United States 24772
system.indexes

China 15,186

, : BTC TO THIS ADDRES : ) was o

CONTACT THIS EMAIL WITH YOUR IP OF YOUR SERVER TO R 2 : ABASE ! Singapore 2.900

g_\,j‘"t Germany 2,830
victor@windowlicker:~% ~C

victor@windowlicker:~5%

. Amazon.com 6,348

Issue: Running on default ports (27017, ..) and by RO Rres i

default authentication is not required Digital Ocean 4,273

Aliyun Computing Co., LTD 3,403

Estimated 26,000 new victims in September 2017 Aenasan Teshmamoins e
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What Happens When Cloud Storage is Not Secured?

May 2017

Top Defense Contractor Left Sensitive
Pentagon Files on Amazon Server With
No Password

What happened?

» Publically Accessible Amazon S3
bucket

» Leaked by Defense Contractor

» 60K files, 28GB of data, unencrypted
passwords

June 2017

B S

Faulty AWS S3 Configuration
Exposes Personal Data of 198M U.S.
Voters

What happened?

e Unsecured Amazon S3 bucket
1.1 TB of personal voter data including
names, addresses etc.
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Prevention Security framework

COMPLETE PREVENT
VISIBILITY UNKNOWN
THREATS
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Consistent Security Across ALL Locations

COMPLETE PREVENT

UNKNOWN

VISIBILITY THREATS
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Internet Datacenter/ Public Cloud SaaS Mobile Users Endpoint loT
Gateway Private Cloud
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At What Stage is Your Organisation?
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INVESTIGATING MOVING ENTERPRISE DATACENTER |
PUBLIC CLOUD APPLICATIONS TO RETIREMENT
PUBLIC CLOUD




Do You Have Visibility of Cloud?

Email - 24.76GB

11

APPLICATION VARIANTS
VS INDUSTRY AVERAGE

TOP EMAIL APPS

ctouckmat | o 55 G2

outlook-web-online

5.50 GB

gmail-base 4.60 GB
hotmail 3.61 GB

pnp3_
smtp

yahoo-mail

aim-mail

67.09 MB
58.12 MB
26.24 MB

12.40 MB

Media
Which Email is Corp?

SECURITY LIFECYCLE REVIEW
ACME INC

Report Period: 7 Days
Start: Tue, Sep 12, 2017

paloalto




GDPR Also Applies To Your Data In The Cloud

General
Data
Protection
Regulation




It’s YOUR Responsibility!

Don’t Get Caught Out.
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