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675k 1.5m  25BN/IP

NCSC/ NatCyStr DEFEND DETER DEVELOP MAGIC AMULETS VELOCITY &  VOLUME 
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Defend & Detect !               Michael Daniels/ CyberCA Data Lake 45000

AI
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3rd Pillar: Dev……Skills shortage……….Humans $$$ v automated velocity & volume………………..



CYBERscape: The Cybersecurity Landscape
The Security Sector Is Dynamic And Vast.  We Are Ceaseless & Vigilant In Our Coverage.

Network Security

Network Firewall Network Monitoring/Forensics

Intrusion Prevention Systems Unified Threat Management

Managed Security Service Provider Messaging Security

Application Security

WAF & Application Security

Vulnerability Assessment

Endpoint Security

Endpoint Prevention

Endpoint Detection & Response

Specialized Threat Analysis & Protection 

Cloud Security

Fraud Prevention / Transaction Security

Identity & Access Management

Web Security

Risk & Compliance

Threat Intelligence

Industrial / IoT Security

Mobile SecurityData Security

Security Incident Response

SIEM

Security Operations & Incident Response

Source: Momentum Partners. 20

Security 
Landscape

Best of Breed…versus desire to reduce cost and complexity

TOO MANY TOOLS, TOO MANY PEOPLE, TOO MANY ALERTS, TOO MANY CONSOLES, TOO MANY LOGS, TOO MANY 
GAPS, TOO COSTLY:…OLD SCHOOL APPROACH….DETECT AND REMEDIATE…V AUTOMATED V&V.



6 |  © 2015, Palo Alto Networks. Confidential and Proprietary. 

LOGS !!



Partial visibility without broader context = 
flawed conclusions



4321

The four requirements for preventing successful attacks

• All applications

• All users

• All content

• All endpoints

• Encrypted traffic

• SaaS & Cloud

• Mobile

Complete visibility
Reduce attack 

surface area

• Block “bad” apps

• Limit app functions

• Limit file types

• Block high risk 

websites

• Verify users

• Limit devices

• Control sharing

Prevent all known 

threats

• Exploits

• Malware

• Command & control

• Malicious websites

• Bad domains

• Stolen credentials

• Dynamic analysis

• Exploit techniques

• Malware techniques

• Machine learning

• Static analysis

• Anomaly detection

• Analytics

Prevent new threats



Legislation isn’t decreasing….GDPR….and Brexit wont help !

How do you define “state of the art” ?



Legislation isn’t decreasing contd….NIS: Network and Information 
Security Directive…(U.K Gov)



SELF LEARN
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NATIVELY 
INTEGRATED

EXTENSIBLE

AUTOMATED

Threat Intelligence Cloud

Next-Gen Firewall Advanced Endpoint Protection
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Thank you…

https://youtu.be/Rs17MirSa8Q 

if you ant to really understand what we do…..
Or come to talk to us.

kpoyser@paloaltonetworks.com

+447711773878


