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Phishing

k& An electronic message of
some sort that tricks you
INnto giving away personal
information that you wish

you'd kept to yourself 17



Phishing

k£ An email or IM
that tricks you into saying something
you wish you hadn't 1%




Subject: Account Review Team

From: "PayPal" <memberd445Q” L L L L L L L4 Con>

Please take a minute to read this urgent notification sent by our
Account Review Team.

Our security system has blocked unusual charges to a credit card
linked to your account.

An intrusion into your account has been detected which shows that
someone tried to access your PayPal account without your permission.

we have limited access to your account due to this problem.

Thanks for your high attention. Please do understand that this 1is a
security measure taken with intention to protect you and account.
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PayPal

My Account Sem! Money | Request Money Marchant Servces Auction Tools § Products & Senices

-~
Coerdew Add Funds  Wilkdraw Hislory Resoldlicn Cendre Profie

Profile Update Secure Tansachion (5
Flease complete the form below to update your Profile information and rastors your acccunt access,

Parsonal Information Profils

Card Holder Name:

Date of Birth: ;month v | day v year «
Mather's Malden Name:

Soctal Security Number:

Home Phone Number:

Thiz number w | b2 uszed 20 contact vou about Security ¥azasures andfer
other 1ssuas ragarding your FapPe acxount,




| back myself to spot
phishing emails, assuming
they get through the spam

filter in the first place




Outlook.Com Team®

To: noreply@outlook.com ¥

Dear User

Your mailbox is almost full.
1969MB 2000MB

Your mailbox might be close kindly click ACTIVATE
to update your mailbox

Note: Please do not ignore this email to avoid your
account been close down




From: National Australia Bank Limited [mailto:info@nab.com.au]
Subject: National Australia Bank - 1 NEW Message

National Australia Bank

You have (1) new message.

Click here to login and read your security message.




more give, less take

nab NAB cConnect

Account Verification

*All Sields are mandatory
Verify Your Personal Information

NAR D D410

* Full Name :

* Date of Birth :

Verify Your Financial Information
* Credit Card Number :
* Expiration Date[mmiyyyy) :
+ Credit Card Security Code :

+ Credit Limit {ex: 5000.00) =




Search NAB.com.a

Login  Register » Fir
hab Business About Us Internet Banking

Accounts Creditcards Loans Investments Insurance  Help and quidance  Financial advice

NAB Home Loans. Where freedom lives.

SOPHOS



| back myself to spot
phishing emails, assuming
they get through the spam

filter in the first place




| f luresite.example/

ne LURESITE EXAMPLE pace

HOME ABOUT US SERVICES

Etaoin shrdlu, loren ipsun in medios fortunos imspirari atque perfuncaverunt Septimi
Ulterii propter militum ordinaruum. Nec in Esperanto nec inter Meltiores sunt fuerunt
cum verbis duplicatis.

Sed ut perspiciatis unde omnis iste natus error sit voluptatem accusantium doloremque
laudantium, totam rem aperiam, eaque ipsa quae ab illo inventore veritatis.

Ne te carborundunt ac carboraverunt sed etiam propinque in terra incognita optima.

Copywrong Naked Security Made Up Example Site by Lisa Goodlin Design




From: "WordPress" <wordpress @|uresite.example>

To: info@lisagoodlindesign.com
Subject: You have new comments

A new comment on your post is waiting for your
approval.

Comment: This post - plagiarism!

Please visit the moderation panel:




@WORDPRESS

Usarname

Password

1 Hemember Me m

Lost your password?

site lyresite., mp!




| back myself to spot
phishing emails, assuming
they aren't the sort of
thing I'd usually expect




Account notification:

1 new Secure Email

Your online statement 1is ready
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ANZ

Log on to ANZ Internet

Banking

T
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& Austrada and New Zealand Banking Group L: &

ANZ '

Log on to ANZ Internet Banking

Customer Ragistration Number




| back myself to spot

phishing emails, but
SMSes aren't emails and
they arrive on my phone




IMPORTANT:DVLA Swansea
have been trying to contact
you, Click below for more
information. http://tax-disc.gov

W7/




Vehicle Tax Refund

We would like to notify you that you still have an outstanding vehicle tax refund of £48.84 from an overpayment, despite
our previous letters regarding your refund we are yet to receive your claim.

Requests for refunds are time limited please use the link below to complete your refund request.

Please note: You'll usually get the refund in 4 to 6 weeks, but it may take longer in some cases. You should wait 6
weeks before contacting us about the payment.

Best regards,
Driver & Vehicle Licensing Agency

© Crown copyright




Home Cymraeg Contact DVLA Help

Vehicle Tax Refund

Step 1: Personal Information

Full Name:

Date Of Birth: Day [ Month & Year 3

Telephone Number:
Email Address:
Address Line 1:
Town:

Postcode:

Step 2: Payment Details

Please enter the credit/debit card details that you would like your tax refund to be credited to.




Spearphishing

Subject: Outstanding payment amount

Regarding the amount due 456.78 GBP, we act on behalf of "SI IL LTSS
in order to collect the outstanding value of your debt.

Original invoice will be send out to:

vl L L L L L L LLS

0SS I ANCUE
Abingdon
Oxfordshire

ox14 'S S




Spearphishing

:: Online File Sharing

Filename: ,
Filesize: 219 KB

Type in the characters you see in the picture above.




Survey scams

& iPhone 6

Congratulations! You qualify for the private test group!
We will contact you shortly with more details.

Click below to get your iPhone 6S. This is to say thanks for your participation (just pay £1
for shipping)

GET IT NOW

gl




Money laundering

Swatch Group Job Application

Greetings,

We would like to present you a part-time job offer as a finance officer for our
company, Swatch Group. Our company sells deluxe watches in Europe and in
some areas in United States. We would like to extend our business in your
region, that is why this part-time job was created.

Processing a payment involves the following:

1. Receive the payment from our customers by Bank Transfers.
2. Pick up the payment from your account and keep your 10% commission.
3. Send the rest of the money to one of our headquarters in Europe.

This job will require about 1-2 hours per day from your time and your
incomes will start from 250-300 USD per week to S00USD per week.

If you are interested in our offer please visit our website by clicking on the
following link:
Click here to access our website




Business email compromise / Whaling

From: J /S SIS SV /S S S S S S S S Y
Sent: 06 October 2016 17 00
Subject: Attached Contract

Dear sir,
Kindly find attached Contract for your attention, Please confirm
that all i1s in order

Regards




What to know?

(1] Phishes don't just ask for passwords

2, Phishes don't only arrive by email

€© Phishes may come from people you know

(4 Phishes often look harmless




What to do?
Sophos Phish eat -
simulation and training for'your end users

SOPHOS



SOPHOS

Security made simple.



