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The Cybersecurity Partner You Can Count On

Securing people, devices, and data everywhere. AsiaPac + Japan
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For over 20 years, Fortinet has been a driving force in the
evolution of cybersecurity and the convergence of networking
and security. Our security solutions are among the most

Americas

40%

deployed, most patented, and most validated in the industry. $4.42B

EMEA
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Customers (as of Dec 31, 2022)  (as of June 30, 2023) Global Industry Patents Founded: October 2000

Founded by: Ken Xie and Michael Xie

Broad, Integrated Headquarters: Sunnyvale, CA

Portfolio of Strong Analyst Investment in scale of threat
Validation Vertical Integration intelligence and Al/ML Fortinet IPO (FTNT): November 2009
50+ 41 $1B+ 100Bn+ Listed in both: NASDAQ 100 and S&P 500
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Mapping the World of Cyber

The interplay between risks and regulation
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A
Pressure from the Threat Landscape

2022 threat landscape summary

A Study on Robustness and Reliability of Large Language Model Code Generation

N

HIGH-PRESSURE TACTIC

Ransomware group reports victim it
breached to SEC regulators

Group tells SEC that the victim is in violation for not reporting it was hacked
DAMN GOODIN - 11/17/2023, 12:03 AM

The evaluation results show that even
for GPT-4, 62% of the generated code contains API misuses

2
which would cause unexpected consequences if the code is
introduced into real-world software.

B AL B T

Crypto Wallets Targeted
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The Need for a Unified Approach

Overcoming Language and Standard Barriers in EU Cybersecurity

NIS2 Directive (2022)

. 2022 .
Digital Operational Resilience

Act (DORA)

COMPLEMENTARY INTERCONNECTED FULFILMENT
2022 WIP 2019
Critical Entities Resilience <> Cyber Resilience <> Cyber Security Act (CSA)
(CER) Directive Act (CRA) New addition recently proposed April 2023

“enable the future adoption of European certification schemes for ‘managed security
services’ covering areas such as incident response, penetration testing, security audits
and consultancy”

Supporting Policies
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Regulatory Challenges and Opportunities
Enhancing FSI resilience with DORA

ICT Risk Management (Articles 5-16)

v Set of Principles and requirements on ICT risk management framework

v' Harmonise reporting and obligations to FSI

Digital Operational Resilience Testing (Articles 24-27)

v' Require financial entities to do Basic or Advanced Testing (TLPT)

Third Party Risk (Articles 28-44)

v Rules to monitor third party risk, contractual provisions, oversight framework for TPPs

Information Sharing (Article 45)

v Voluntary exchange of information and intelligence on IOCs (Indicators of compromise),
TTPs(Tactics, techniques and procedures)

- © Fortinet Inc. All Rights Reserved. 6
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Challenges - Cyber Maturity

 Endpoint behavioural visibility and protection
« Visibility across multiple, disparate systems

» Baseline of regular activity

» Protection against file changes

 Validation of overall file systems
» Deception of attackers to drive their dwell time
« Cyber hygiene training 55

« Zero trust for all access

* Supply chain context 8.

Threat
Detection &
Response

a@ UEBA
2

é% Malware Analysis
AR
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N
How to Break the Attack Sequence - MITRE ATT&CK - FortiRecon

Pre-Attack Attack
Jie Jee| :
©=® [ @ |
Recon Weapon Delivery Exploit Installation C&C Action
@ FortiRecon @ FortiRecon |1| FortiGate |l] FortiGate |1| FortiGate |1l FortiGate @ :
(HW / VM / CN / SASE) (HW / VM / CN / SASE) (HW / VM / CN / SASE) (HW / VM / CN / SASE) FortiRecon
g FortiDeceptor g FortiDeceptor & FortiProxy FortiProxy &) FortiClient (5] FortiClient @ FortiAnalyzer
. L. . Event handlers & reports
& FortiClient (2 Forticlient FortiEDR FortiEDR Y% FortiSIEM
FortiEDR FortiEDR . Defuse exploit Er?cf‘l;)so?ntt:ompromised Rules-engine&threathunting
Defuse compromised & ; . fq.) FortiSOAR
i . . endpoint cA FortiDeceptor & FortiNDR =" blaybooks
Products & Solutions & FortiADC & FortiADC Defuse Lateral Movement S FortiSIEM 10C
: ort
Fortiweb . @ i UEBA Threat hunting
© : & Fortiweb ForiCwp Outbreak Detection
% FortiNDR Web application );& FortiSIEM ZTNA
AVHANN & FortiDeceptor UEBA Auto tagging
B FortiMail Threat detection, analysis, and response @ FortiClient
<= Endpoint search
&5 FortiCASB % FortiSIEM [=] FortiEDR|XDR
UEBA .
@ FortiCWP g FortiDeceptor
Threat intelligence, & attack isolation
Credential Stuffing  Anti-malware, AV pre-Filter, SBX, IPS, Application, URL, AV Botnet, C2, DNS
FGD Prevention Service Endpoint Vulnerability Protection, App ~ FW, 10T, OT
Al-Powered Security Control, IL CASB, Credentials

SOC Know Your Risks & Vulnerabilities Train Your SOC Managed Detection & Response Augment Your SOC Respond Faster and More Effectively
Augmentation by FortiGuard Security Assessments IRR, Playbooks, Training MDR SOC as a Service Incident Response, FortiRecon
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The Ever-Expanding External Threat Landscape

Home > Mews » Security > German financial agency site disrupted by DDo$S attack since Friday
German financial agency site disrupted by DDoS attack since Friday

A iR

= Security researchers have discovered 2.2 million breached credentials linked to the Phishing
— UK's 100 top universities available on the dark web, putting staff, students and their

Misconfigurec data at risk.
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.. N
How to Assure the Digital Exposure

Adversary Centric Intelligence

EASM Brand Monitoring & Protection o
4 el At N\ [ \ ( (Dark Web Monitoring)
Management
- . Ransomware Shadow IT
Asset Discovery Ex_plrmg/ Credential Typosquatting & Intelligence Discovery
& Monitoring Expired SSL Leak Detection Unauthorized
Certificate Logo Use
Supply Chain/ Card Fraud
M&A/Third-Party Risk Monitoring
Vulnerability . . . I . Assessment
T Location-Based Asset Social Media Phishing Domain
Prioritization & Monitorin Monitoring Monitorin
Misconfigurations 9 g -
Vulngrab|llty Threat Research,
Intelligence & Intel Collection,
Prioritization and Reports
: Services & Executive Rogue
Cregetntl?_l Leak Technologies Protection Mobile Apps
etection Exposure Monitoring Stealer Credential/Data
p .
Infections Leak Detection
Change i
Compargi;son Takedown Code Repo & Open Takedown Reco_mmen.d:;.\go.ns
: Services Bucket Exposure Services Analysis, risk prioriization
Progress tracking rec orrﬁmeen?a:tci) c?n s

Digital Risk Protection Service

Universal SASE (BCM, Resilience, Mobile Policies)
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