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Ever more difficult for end users

SEO Poisoning
What it looks like in the real world
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instances, Google Ads Microsoft community visual studio 2015 free download ... - Bitly
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manager initial access vector.
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Time to define the role of citizen developers in low-code and no-code settings

Google releases new open-source security software program: .
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Malicious search engine result promoting Visual Studio download

Source: Mandiant
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https://arstechnica.com/security/2023/10/google-hosted-malvertising-leads-to-fake-
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Arctic Wolf Labs - 1H2023 Ransomware Landscape

Top Threat Actor Groups - 1H 2023 Victim Organization by Industry - 1H 2023

Lockbit — 17% YoY increase
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Source: Arctic Wolf Incident Response
Source: Arctic Wolf Incident Response Dark Web Data Collection Dark Web Data Collection

Ransomware attacks growing again Opportunistic and not necessarily sector specific
43% increase over 2H22
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Arctic Wolf Labs - 1H2023 Ransomware Landscape

Victim Organization by Country - 1H 2023 Median Initial Ransom Demand — 1H 20203
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English speaking countries most attacked Ransom demand is a fraction of overall cost
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Arctic Wolf Labs - 1H2023 Ransomware Landscape

Victim Organization by Size - 1H 2023

Large Enterprise
(5,001+ Employees)
8.3%

Source: Arctic Wolf Incident Response
Dark Web Data Collection

https://arcticwolf.com/resources/blog/1h-2023-ransomware-landscape-overview
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“Missing or bad tools” is NOT the reason for many successful attacks:
Targeted and untargeted attacks use vectors outside company controls

oo

Breached: January 22... Breached: September 22 Ransomed: Sept 23
Attack using a hacked, trusted supply Attack by taking over a user account by Attackers used vishing / social
chain computer and account to a) compromising the users personal engineering on the IT helpdesk
authenticate into Okta’s systems device with malware and b) tricking the
user into confirming the MFA challenge
upon login

©2023 Arctic Wolf Networks, Inc. All rights reserved. | Classification: Public 7 A



Quantifying Cyber Risk
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Calculating the cost of an incident

Based on our calculations, this breach could cost
you at least:

£1,103,114

Estimated Total

HOW WE CALCULATED YOUR RESULTS:
» Ransom Payment £388,884
» Forensics £69,672
» PR, Crisis Response £4,877
» IR Counsel £13,338
» Notification/Call Center £65,031
» Credit Monitoring £9,755
» First Party Costs £551,557

» Total Estimated Costs £1,103,114

Ransomw:e
9 %

Total Cyber Risk ~ {

Based on our calculations, this breach could cost
you at least:

£373,365

Estimated Total

HOW WE CALCULATED YOUR RESULTS:

» BEC Direct Loss £61,403

» PR, Crisis Response £4,877
» IR Counsel £13,338
» Notification/Call Center £32,516
» Credit Monitoring £4,877
» First Party Costs £186,683

» Total Estimated Costs

BEC(
20%

Based on our calculations, this breach could cost
you at least:

£325,346

Estimated Total

HOW WE CALCULATED YOUR RESULTS:
Forensics £69,672

PR, Crisis Response £4,877

IR Counsel £13,338

Credit Monitoring £9,755
First Party Costs £162,673

» Total Estimated Costs

Data Brea
15Y%

Combined Annualised Risk
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Breach Scenario:
Ransomwae

BEC
Data Brea

Sector:

Number of Users

Annual Revenue:
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Accelerating Risk

48%
INCREASE

in Cybercrime Losses in 2022

EFFECTIVENESS Total Security Companies:
GAP 3,377

Total Security Spend:
$169

YoY Spend Increase:

119
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Cyber Scape

CYBER SCAPE
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Security Evolution Drivers

Business Drivers

 Digital transformation

« Pandemic / modern working

* Increased cyber attacks

« Board and shareholder
accountability

« Supply chain requirements

« Compliance / regulatory fines

* Cyber Insurance

©2023 Arctic Wolf Networks, Inc. All rights reserved. Confidential

IT Drivers

* Board reporting

« Threat detection confidence

« Scarce expertise

« Lack of resource

 Holistic visibility

« Challenging security budget

« Consolidation of security stack



Security Evolution
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How to address Cyber Risk

RIS K

RISK MITIGATION
TRANSFER
/ /L 4

/ /

TOTAL RISK
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ARCTIC WOLF

Security Operations Cloud
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Concilerge Security Journey

Proactive security hardening

(X X Cyber Risk Reduction

T@R® Customer

Ensuring Insurability /

Compliance

X Z Cor_lcierge Fast Time Security Value
—_\/: Delivery

Team

Eliminate Blind-spots
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Secunty Opera“ons Target State -
Security Operations —J=]

Effective combination ... e

People/Process/Technology |

BUSINESS
RESILIENCE
Proactive
Where most companies are today @ IDENTIFY |
Confident
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O Qfo |_’_| PROTECT Insurable
OI
C@) DETECT
G{E DEFENSE-IN-
ﬁ DEPTH ?
- RESPOND
- PERIMETER Endpoint (AV, AEP) -
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Backups
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Thank You

[ason.monger@arcticwolf.com

www.linkedin.com/in/fasonmonger/
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